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Overview of Microsoft Graph

Microsoft Graph is a gateway to DATA and intelligence in Microsoft 365

Microsoft Graph is a Restful API to expose Data over https

Microsoft Graph offers Graph Explorer to query all the protected DATA

Three main components that facilitates the access 
and flow of data

• Microsoft Graph API

• Microsoft Graph Connectors

• Microsoft Graph Data Connect
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Every application or service that we use/build is either generating data or consuming data

Any information that exists, which is accessed by any medium is called “Data”

Application 

Its all about Data



4

What can be done using MS Graph

Unified programming model and a single endpoint https://graph.microsoft.com/

• /me,/users,/groups, /messages etc…..Accessing Data

• /users/{id}/photo/$valueTraversing Data

• /insights/trendingAccessing Insights

• Authenticate API using Microsoft AccountWork/School and 
Personal Accounts

https://graph.microsoft.com/
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Permissions 

Delegated permissions
These are used by apps that have a signed-in 
user present. 
Either the user or an administrator consents 
to the permissions that the app requests and 
the app can act as the signed-in user when 
making calls to Microsoft Graph. 
Some delegated permissions can be 
consented by non-administrative users, but 
some higher-privileged permissions 
require administrator consent.

Application permissions
These are used by apps that run without a 
signed-in user present. For example, apps that 
run as background services or daemons.
Application permissions can only 
be consented by an administrator
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Services for MS Graph

At the core of Microsoft Graph are the concepts of the user and group.
The user's data is what drives businesses. A Microsoft 365 group is the fundamental entity that lets users 
collaborate

Microsoft 365 core services: Bookings, Calendar, Delve, Excel, Microsoft 365 compliance eDiscovery, Microsoft 
Search, OneDrive, OneNote, Outlook/Exchange, People (Outlook contacts), Planner, SharePoint, Teams, To Do, Viva 
Insights

Enterprise Mobility + Security services: Advanced Threat Analytics, Advanced Threat Protection, Azure Active 
Directory, Identity Manager, and Intune

Windows services: activities, devices, notifications, Universal Print

Dynamics 365 Business Central services
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Authentication & Authorization

OAuth 2.0 authorization code grant flow to get access token from Microsoft Identity platform

Basic steps to use the OAuth 2.0 authorization code grant flow to get an access token from the Microsoft 
identity platform endpoint:

1. Register your app with Azure AD.
2. Get authorization.
3. Get an access token.
4. Call Microsoft Graph with the access token.
5. Use a refresh token to get a new access token.
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Different endpoints (Without MS Graph)

Its basically an application

Application 

Graph Explorer

Users, Groups, 
Policies, Applications

Azure Active Directory

Mailboxes, Mails, 
Calendars 

Exchange Online

Documents, Sites, 
Folders

SharePoint Online

Channels, Applications Microsoft Teams

https://portal.azure.com

https://portal.office.com
https://outlook.office365.c

om/ecp/

https://<tenantName>.ad
min.sharepoint.com

https://admin.teams.micro
soft.com

https://portal.office.com/
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Azure Active Directory

Exchange Online

SharePoint Online

Microsoft Teams

https://graph.microsoft.com/V1.0

Application 

Graph Explorer

Single endpoint to access Applications – MS Graph
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Advantages

• Ease of development
• Unified API endpoint – No more calling different endpoint for each service.
• No requirement to get separate token for each service

• Platform Flexibility - .NET MVC, PHP, Python, AngularJS, IOS, Android etc.
• Logical Navigation across item relationship
• Use MS Graph Explorer to try all the scenarios using the API
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1. Navigate to https://developer.microsoft.com/en-us/graph/graph-explorer

2. Login with Azure Account (here signed-in with soni.a@sahcl.onmicrosoft.com)

3. Query the respective API (https://graph.microsoft.com/v1.0/me)

Demo MS Graph Explorer

https://developer.microsoft.com/en-us/graph/graph-explorer
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Modify Permission in Graph Explorer as per the queries API

Demo MS Graph Explorer

Once logged in MS Graph Explorer with Microsoft Account Access Token will be provided to call several services
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Demo MS Graph Explorer

The signed-in user's profile photo can be accessed using 
the https://graph.microsoft.com/v1.0/me/photo/$value endpoint

Another user's profile information or photo can be 
accessed using 
https://graph.microsoft.com/v1.0/users/{user Id}
 

https://graph.microsoft.com/v1.0/users/%7buser
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Insufficient Access to user photo using 
https://graph.microsoft.com/v1.0/users/{user 
Id}/photo/$value 

Demo MS Graph Explorer

Modify permission and consent for User.ReadBasic.All
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Demo MS Graph Explorer

Consent granted for User.ReadBasic.All User photo is now available 
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Similarly we can call different API to get the data like trending items around me 

The same API that are called from Graph explorer can be consumed in custom application using SDKs and client libraries
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Microsoft Graph SDK

SDKs are available in the following languages:
• .NET
• Go (preview)
• Java
• JavaScript
• PHP
• PowerShell
• Python (preview)

NuGet Packages for .NET SDK
• Microsoft.Graph: Contains models and request builders for 

accessing v1.0 endpoint with fluent API
• Microsoft.Graph.Beta: Contains models and request 

builders for accessing beta endpoint with fluent API
• Microsoft.Graph.Core: Core library for making calls to MS 

graph
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• Create Console App
• Run Install-Package Microsoft.Graph using Package Manager Console.

• Create MS Graph Client with authentication provider. (Register the app in Azure AD for Authentication)

• The API to get all Azure Active Directory Users

Setup Project in Visual Studio
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Application Flow

Register the application.
Configure the project with ID and Key
Authenticate the user and get access token
Call Microsoft Graph API
Show the result
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Querying Data (OData with MS Graph)

Microsoft Graph supports query parameters to control the amount of data returned in a response

Microsoft Graph combined with OData is a very powerful technology that grants access to all members within an 
organization, it also prevents duplication of an organization members data and offers an option to reference these 
members by their organization id

Name Description Example

$count Retrieves the total count of matching resources. /me/messages?$top=2&$count=true

$expand Retrieves related resources. /groups?$expand=members

$filter Filters results (rows) /users?$filter=startswith(givenName,'J')

$format Returns the results in the specified media format /users?$format=json

$orderby Orders results /users?$orderby=displayName desc

$search Returns results based on search criteria /me/messages?$search=pizza

$select Filters properties (columns) /users?$select=givenName,surname

$skip Indexes into a result set. /me/messages?$skip=11

$top Sets the page size of results /users?$top=2
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OData Queries with MS Graph

• https://graph.microsoft.com/v1.0/me?$select=displayName

• https://graph.microsoft.com/v1.0/users?$filter=jobTitle eq 'Developer'
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MS Graph PowerShell SDK

Prerequisites
• Powershell 5.1 or later
• .Net Framework 4.7.2 or later
• Update PowerShellGet to the latest version using Install-Module PowerShellGet -force

Installation
Run the following command to install the SDK in PowerShell Core or Windows PowerShell
• Install-Module Microsoft.Graph -Scope CurrentUser

Authentication
The PowerShell SDK supports two types of authentication: delegated access, and app-only access
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MS Graph Use Cases

Corporate Calendar Application used to aggregate and show events fectched from various Resource 
Mailboxes in Microsoft Exchange in a Calendar View in a SPFx webpart on 
SharePoint Page

Extranet Sending Invitation to External users using Graph API to add them as guest Users in 
M365 Tenant to provide vendors/suppliers access to respective SharePoint Sites

Customs Authority Sign Up User form (Azure webapp) which sends Invitation using Graph API to add 
the external users as Guest Users in M365 tenant to access the SharePoint Site

List down site collections associated to HUB There is no UI for the site owners to list down all the site collection associated to 
the HUB. Using graph API we have listed all the associated site collection for a HUB.

People Search Search functionality to get user contacts in his own network and to be able to 
search for employees in the Organization based on user's attributes in Azure AD

E-Greetings(Under Implementation) Functionality to Import Contacts from User's Mailbox and show it on SharePoint 
Page so that the user can send greetings to anyone of those contacts.

Automated Teams channel Automated the process to create teams channel when a new site collection gets 
attached to the HUB.

Email Classification Read and store (classification) of emails into Mango db using Natural Processing 
Language through MS graph over O365

O365 service health Updates the O365 service health status in Service Health Dashboard by querying 
the MS  incidents and advisories using Graph API

Legal hold private channel discovery A PowerAutomate workflow created using graph API to query all private  channel 
associated with specific user on legal hold

Frequently connected colleagues
Used APIs to list down frequently connected colleagues

One note notebooks and sections Used APIs to list down one note notebooks and sections

Followed yammer communities Used APIs to list down followed yammer communities
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